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VIRTUALIZED
DESKTOPS GROW UP

Mapping the Intersection of Management and Security

Desktop virtualization is booming — but not for the reasons we anticipated as recently
as 18 months ago. Rather than replacing physical PCs, desktop virtualization offers to

transcend existing methods of managing and securing desktops.
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4 FINDINGS

By providing a centralized point of
control and enforcing a consistent
execution environment, desktop
virtualization can improve security.
PAGE 1

Securing VDI is part of a broader
management challenge that brings
together disparate IT groups

and buying centers in security,
desktop architecture and systems
management. PAGE 25

VDI and desktop virtualization
present new models for endpoint
security, but also heighten the
need for securing and managing
access by privileged users

to the hypervisor, and tying
authentication to provisioning.
PAGE 8

The link between desktop
virtualization platforms and
identity access management logic
(as well as log management and
data protection) is still loose, with
plenty of scope to more tightly
align provisioning and policy.
PAGE 18

5 IMPLICATIONS

Better endpoint security through
virtualization will appeal to
enterprises and facilitate
operational improvements for
those struggling to maintain a set
of ‘golden images.” PAGE 15

Management of user profiles,
configuration and data is
performed in relative isolation
from other policy stores. Desktop
virtualization must be tied to
broader management frameworks.
PAGE 39

No single desktop virtualization
model will prevail. Implementations
are still largely driven by specific
use cases. This implies the need
for higher-level management.
PAGE 28

Despite alliances between AV and
desktop virtualization vendors to
migrate agents off the guest OS,
desktop virtualization adoption will
amplify debates on the diminishing
value of AV. PAGE 8

The ‘desktop in the cloud’ may
remain aspirational for some time
— especially as storage costs stand
in the way of adoption. PAGE 35

1 BOTTOM LINE

* Desktop virtualization’s appeal is

unlikely to be based on economics
relative to a physical PC. Additional
storage may, in fact, make it more
costly. The technology sells on its
ability to efficiently manage, define
and update a workspace image,
whether hosted on the server or
the client, as well as the resulting
security benefits. By centrally
managing user configurations, the
scope now exists to define specific
correlations between users and
applications. However, desktop
virtualization can compound

the challenge of virtualization
management, especially at

the hypervisor layer. Change
brings risks. Tighter integration
with other policy stores and
granular entitlement provisioning
will further extend desktop
virtualization's value.
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ABOUT THIS REPORT

Desktop virtualization is booming - but not for the reasons we anticipated as recently as 18
months ago. Rather than replacing physical PCs, desktop virtualization offers to transcend
existing methods of managing and securing desktops. Its appeal is unlikely to be based on
economics relative to a physical PC - additional storage may, in fact, make it more costly.
The technology sells on its ability to efficiently manage, define and update a workspace
image, whether hosted on the server or the client, as well as the resulting security benefits. By
providing a centralized point of control and enforcing a consistent execution environment,
desktop virtualization can improve security.

Through the central management of user configurations, the scope now exists to define specific
correlations between users and applications. However, desktop virtualization can compound the
challenge of virtualization management, especially at the hypervisor layer. Change brings risks.
Tighter integration with other policy stores and granular entitlement provisioning will further
extend desktop virtualization’s value. This report examines the intersection of management and
security for virtualized desktops, including end-user perspectives, current and future use cases,
and an in-depth user deployment study, as well a discussion of partnership and M&A opportu-
nities.
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ABOUT THE 451 GROUP

The 451 Group is a technology analyst company. We publish market
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through a range of syndicated research and advisory services. Clients
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